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Abstract—The issue of protecting scientific and intellectual 

products and publications ownership constitutes an important 

deal within the domain of securing and protecting information. 

Digital watermarking is used to identify the ownership of the 

copyright and in authentication process. In this paper, an  

invisible blind watermarking method utilizing the word space 

in Arabic text is proposed. Since the pseudo-space is very small 

space used to separate two parts of the same word, it is 

inserted before normal space and after pointed letter to hold 

the binary bit 'one', and it is inserted before normal space and 

after un-pointed letter to hold binary bit 'zero'. The 

comparative results obtained by testing our proposed method  

with some of existing Arabic watermarking methods using four 

variable size text samples. The results show that our method  

has a higher capacity ratio and imperceptibility than other 
watermarking techniques.  
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I.  INTRODUCTION  

Many issues have been raised in the past few years about 
how to protect the information from unauthorized usage 
through the internet. So, the need of an effective solution to 
maintain text privacy and security is a high demand. Digital 
watermarking is used to solve these problems. It embeds a 
signal called watermark into digital data (audio, images, 
video, and text) without destroying the data value to get the 
watermarked data. The watermark later detected or extracted 
to be used in many applications such as: copyright 
protection, data authentication, data hiding and covert 
communication [1]. 

The watermarking system involves two main processes: 
embedding of the watermark into the original data and 
extracting the watermark from watermarked data or attacked 
watermarked data. It can be described by a number of 
requirements [2,3]: robustness, capacity, imperceptibility and 
security. These requirements used in watermark embedding 
and extraction processes to be done in an effective manner. 
They vary depending on the watermarking applications and 
the hidden data types. The watermarking system robustness 
is measured by the ability to extract or recover the watermark 
after the watermarked data has been attacked. Capacity is 
defined as the maximum amount of embedded bits to be 

hidden in the cover data. Imperceptibility or invisibility is 
one of the most essential watermark requirements. The 
watermark embedding process should be done in a way that 
the watermark cannot be noticed by the human eye. The 
original data and the watermarked one have no difference 
between them in an imperceptible watermarking system. 
Security includes making the watermark information and its 
capacity well secured from unauthorized users. The attacker 
cannot detect the watermark without knowing the algorithms 
to embed or extract the watermark and the watermark itself. 
In some watermarking applications cryptographic keys are 
used in the watermark insertion and extraction processes to 
ensure security. 

Arabic language contains many features that are 
exploited in the field of data hiding within its two branches: 
steganography and watermarking. Some of the Arabic scripts 
characteristics are: the existence of points above or under the 
letter, diacritics which are equivalent with the vowels in the 
English language and kashida which is the stretching 
character [4]. This paper is concerned in Arabic text 
watermarking since a little of researches are done in this 
area. A rich of Arabic text resources need to protect its 
copyrights and detect any modifications especially in 
sensitive text such as the Holly Quran. Arabic text 
watermarking method depending on the existing of spaces 
separate words and points in most of its letters is proposed. 
The embedding and extraction algorithms include insertion 
of pseudo-space before normal space according to the letter 
status. Pseudo-space is a non printing character used to 
separate two parts of the same word in Persian language. 
Utilizing each word space in the text and using of non 
printing character guarantee high insertion capacity and 
imperceptibility. Experiments are conducted to evaluate the 
performance of our proposed method and compare it with 
five existing Arabic text watermarking methods. 

The rest of the paper is structured as follows: section II 
discusses the works related to Arabic text watermarking. The 
proposed method is explained in details in section III. The 
results of the proposed  method are presented and compared 
with five of Arabic text watermarking methods in section IV 
and finally section V concludes the paper. 
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II. RELATED WORK 

Hiding the data in Arabic text is being interested recently. 
In 2006, the authors in [5] had created a new method to hide 
the data in Arabic and Persian texts. This method relies on 
shifting the points in the letters which contain points .It is 
used to hide secret bits of zeros and ones. It includes vertical 
movement of the point if the secret bit equals 1, else if the bit 
equals 0 nothing change. It provides high capacity where 
more than half of the Arabic language letters are pointed. 
Also, it is useful in printing documents. However, the secret 
information will destroy in retyping and this method requires 
special font. Persians in their writing use pseudo-space to 
make some words separated to contain two parts. The 
researchers in [6] suggest adding an ordinary space after 
pseudo-space to hide one and put nothing to denote zero. 

Other methods proposed in the literature [7-9] for 
information hiding in Arabic text by utilizing the diacritical 
marks. Diacritics or (harakat) are intended to adjust the 
character appearance with marks showing the correct way to 
pronounce it. The need for diacritics is to reduce errors in 
pronunciation because there are similar words in writing, but 
differs in pronunciation and meaning. The original Arab 
reader can read the Arabic text fluently without diacritical 
marks which means that the using of these marks is optional. 
The authors in [7] use (fatha) to hide bit one and the 
remaining of the eight (harakat) to hide bit zero. The 
researchers in [8] try to increase the capacity as twice of 
capacity in [7] by using the omitted diacritics to hide data. If 
the diacritic is present, the secret bit equals 1, if the diacritic 
is absent or removed, the secret bit equals 0. These methods 
provide high capacity, but they may draw attentions where 
some diacritics are present and others not. Also, they require 
original text to extract the secret bits. The authors in [9] 
reverse the display of the diacritic (fatha) to be from left to 
right creating a new font family. They use the original (fatha) 
to hide bit 1 and the reverse one to hide bit 0. This method is 
robust against printing, but not in case of retyping. 

Some suggested methods adopted in the field of Arabic 
text watermarking based on kashida. Kashida does not 
change the meaning, but it is attached to the letter to stretch 
it. Not all letters accept inserting kashida before or after 
them. Kashida based watermarking is firstly used in 2007, 
the authors in this work [10] proposed a novel method for 
steganography in Arabic text that use pointed letter with 
kashida to hide bit one, and un-pointed letter with kashida to 
hide bit zero. The research work in [11] aims to reduce the 
degree of extraction of the secret bits, where the authors 
identify the number and the placements of kashidas which 
are added within each word. To make the extraction process 
more difficult, the researchers in [12] add the kashida before 
specific letters where the kashida is unacceptable to attach 
after them. The last two methods used kashida in 
watermarking Arabic text, in 2014 the authors in [13] insert 
the kashidas before two different sets (set A, set B) based on 
the frequency of the Arabic letters. Set A includes the letters 
with higher frequency and set B includes the letters with 
lower frequency. The main advantage of Kashida based 

methods is to protect the hidden bits in printing, but they 
could be lost in retyping or using OCR. 

III. PROPOSED METHOD 

A new watermarking technique to hide a secret 
information in Arabic text is proposed. This method utilizes 
the dotting feature in Arabic script as most of Arabic letters 
have one point or more above or under the letter. The pointed 
letter refers to the letter which has points and un-pointed 
letter refers to the letter which has no points. Fig. 1 shows 
the classification of Arabic letters into pointed and un-
pointed. 

 
Figure 1. Arabic letters. 

 

     Pseudo-space is used in this method which is a small 

space used to separate the same word into two parts  [6]. It is 

also called zero width non joiner (ZWNJ) which is a 
character does not appear in printing, but if it is placed 

between two letters they will be separated like this word: 

خواهمیم . It is used in languages that does not take one shape 

of the letter such Persian language. The embedding and 

extraction algorithms of this method are discussed in the 

following subsections. 

A. Embedding Algorithm 

In the embedding algorithm, the watermark bits are 
embedded by checking each space between words and the 
letter before it.  If the letter is pointed and the watermark bit 
is one, the pseudo-space is inserted. Else if the watermark bit 
is zero, no pseudo-space is inserted. If the letter is un-pointed 
and the watermark bit is zero, the pseudo-space is inserted. 
Else if the watermark bit is one, no pseudo-space is inserted. 
Fig. 2 shows an example where the colored letters indicate 
the existing of pseudo-space after it. Fig. 3 illustrates the 
flowchart of watermark embedding algorithm where OT, P, 
UP and W are referring to the original text, pointed letter set, 
un-pointed letter set and watermark respectively. 

 

Figure 2. Example of the proposed method. 

B. Extraction Algorithm 

The extraction algorithm takes the watermarked text as 
an input and return the watermark is an output. The proposed 
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method is a blind watermarking method because the original 
text is not needed to extract or detect the watermark. To 
extract the watermark bits, the watermarked text is searched 
for each normal space which has a Unicode “U+0020” [14] 
to check if there is a pseudo-space (which has a Unicode 
“U+200C” [6]) before it or not. If the pseudo-space is 
founded after pointed letter, the watermark bit is set to one. 
But if it is founded after un-pointed letter, the watermark bit 
is set to zero. If there is no pseudo-space founded and the 
letter before the space is pointed, the watermark bit is set to 
zero. Else if the letter is un-pointed, the watermark bit is set 
to one. Fig. 4 shows the flowchart of the watermark 
extraction algorithm where WT, P and UP are referring to 
watermarked text, pointed letter set and un-pointed letter set 
respectively. 

 
Figure 3. Flowchart of embedding algorithm in the proposed method. 

 
Figure 4. Flowchart of extraction algorithm in the proposed method. 

IV. RESULTS AND DISCUSSION 

The results of the proposed method are compared with 
five Arabic text watermarking methods: Diacritic based [7], 
Letter points and Kashida method [10], Enhanced Kashida 
Method [12], Enhanced Kashida Method A [13] and 
Enhanced Kashida Method B [13]. 

 
 

113



 

 

 

Figure 5. GUI used to test and compare the proposed watermarking method. 

TABLE I.  AN EXAMPLE OF A SAMPLED TEXT AFTER APPLYING THE WATERMARKING METHODS 

Original text 

 

Letter points 
and kashida [10] 

 

Enhanced 
kashida method 

[12]  

Method A [13] 

 

Method B [13] 

 

Proposed 
Method  
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The proposed method has implemented using C#.net 
programming language. Five of Arabic text watermarking  
methods which are mentioned above are implemented  to be 
used in comparative results. Fig. 5 shows our GUI when 
selecting the proposed method. Colored letters indicate that 
pseudo-spaces is inserted after it. Yellow color is used for 
binary bit 0 and red color is used for binary bit 1. Table I 
shows the results of Kashida based watermarking methods 
and the proposed method applied on sample text using the 
same watermarking bits. The inserted kashidas are colored 
with red. Comparing the resulted watermarked text from the 
proposed method and other methods in Table I, it is clear that 
the proposed method has higher imperceptibility in which 
the human eye cannot distinguish between the original and 
the watermarked text. 

Four different texts with different sizes are used to 
evaluate the capacity of the proposed method. The capacity 
is the total embedding bits in the text while the capacity ratio 
[12] computed as : 



Tables II-V show the comparative results that obtained 
by testing the Diacritic based [7], Letter points and Kashida 
method [10], Enhanced Kashida Method [12], Enhanced 
Kashida Method A [13], Enhanced Kashida Method B [13] 
and our proposed one using four different documents with 
variable lengths. The comparative results show that the 
number of pseudo-spaces inserted by the proposed method is 
lower than the number of inserted kashidas by Letter points 
and Kashida method [10], Enhanced Kashida Method A [13] 
and Enhanced Kashida Method B [13], but is higher than 
Enhanced Kashida Method [12]. These inserted pseudo-
spaces, unlike Kashida, are not observed by the human eye 
and do not change the overall space between words. This 
means that our proposed method has higher imperceptibility. 

In terms of capacity, the proposed method has a higher 
capacity than other methods except the work in [10]. 
Kashida method with pointed letters [10] which provide 
higher capacity, but the used kashidas could be easily 
detected.  

TABLE II.  COMPARISON RESULTS USING DOCUMENT1 

(TOTAL CHARACTER=145, NO. OF WORDS=29) 

 Capacity 

Capacity 

ratio 

 

No. 

of kashidas or 

spaces 

Diacritic based [7] 0 0 - 

Letter points and kashida 

method 

[10] 

24 16.5 16 

Enhanced kashida method 

[12] 

6 4.13 5 

Method A [13] 14 9.65 12 

Method B [13] 16 11.03 19 

Proposed Method 23 15.86 8 

 

TABLE III.  C OMPARISON RESULTS USING DOCUMENT2 

(TOTAL CHARACTER=11215, NO. OF WORDS=2032 

 Capacity 

Capacity 

ratio 

 

No. 

of kashidas or 

spaces 

Diacritic based [7] 0 0 - 

Letter points and kashida 

method 

[10] 

2016 17.97 2016 

Enhanced kashida method 

[12] 

624  5.56 624 

Method A [13] 1391 12.40 1391 

Method B [13] 1619  14.43 1596 

Proposed Method 1804 16.08 912 

TABLE IV.  CO MPARISON RESULTS USING DOCUMENT3 

(TOTAL CHARACTER=87254, NO. OF WORDS=16094) 

 Capacity 

Capacity 

ratio 

 

No. 

of kashidas or 

spaces 

Diacritic based [7] 861   0.98 - 

Letter points and kashida 

method 

[10] 

13319 15.26 13319 

Enhanced kashida method 

[12] 

4431  5.07 6648 

Method A [13] 10918  12.51 16379 

Method B [13] 12679  14.53 8095 

Proposed Method 13544  15.52 6062 

TABLE V.  CO MPARISON RESULTS USING DOCUMENT4 

(TOTAL CHARACTER=489346, NO. OF WORDS=93565) 

 Capacity 

Capacity 

ratio 

 

No. 

of kashidas or 

spaces 

Diacritic based [7] 29971  6.12 - 

Letter points and kashida 

method 

[10] 

80632  16.47 80632 

Enhanced kashida method 

[12] 

27197  5.55 30695 

Method A [13] 65338   13.35 73505 

Method B [13] 74458  15.21 67189 

Proposed Method 81373  16.62 39346 

V. CONCLUSION 

In this paper, a new Arabic text watermarking method is 
presented by utilizing each space between words with a 
pseudo-space. If the letter before the space is pointed and the  
watermark bit is one, the pseudo-space is inserted, else no 
pseudo-space is inserted. If the letter before the space is un-
pointed and the watermark bit is zero, the pseudo-space is 
inserted else, no pseudo-space is inserted. The proposed 
method produces higher imperceptibility and capacity. The 
human eye cannot distinguish between the original text and 
the embedded one. It is also simple to implement and does 
not need complex computation.  

For a future work, the letter after the space can be used in 
addition to one before the space in order to improve the 
capacity. 
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